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Introduction 

Jon Nelson
Carbon Black

Taught for the government

Pa. State Police, retired

Using osquery extensively since our adoption 
into Live Query 
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About last night...
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Disabled services query - variables

Starting from 
Scratch

Different 
Frameworks

Multiple 
OSes



I    © 2018 Carbon Black. All Rights Reserved.   I   CONFIDENTIAL5

2400+ data attributes
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Querying based on business need

Security IT Ops Vulnerability Mgt
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Let’s stop reinventing the wheel
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Query Matrix



I    © 2018 Carbon Black. All Rights Reserved.   I   CONFIDENTIAL9



I    © 2018 Carbon Black. All Rights Reserved.   I   CONFIDENTIAL10

Applying queries to frameworks
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Common framework themes

● Firewall
● Credentials
● Access to data
● Access to critical systems
● Versions
● Account mgt
● Asset mgt
● Risk assessment
● Supply chain risk mgt
● IDAM risk
● Data security
● Anomalies and Events
● Security monitoring

● Filesystem config/permissions
● FIC
● Process hardening
● Access control
● Services
● Network config
● Logging and retention
● Remote access
● Removable media
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Query requirements

Return Concrete Results

Tags OS

Description Regulations
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Matrix Examples
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Query Matrix
Network 
Access

User Access Applications Data Access Risk Control

Firewall Credentials Versions Access to data Risk assessment

Filesystem 
config/permissions

Account mgt Services Removable media Supply chain risk mgt

Access control Process hardening FIC (FIle integrity 
check)

Security monitoring

Network config Asset mgt Anomalies and Events IDAM risk

Logging and retention Data security

Remote access Access to critical 
systems
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Query Matrix: 

PR.DS-6: Integrity-checking mech.

PR.AC-5: Network integrity protected

DE.CM-1: Network is monitored

DE.CM-7: Monitoring unauth. personnel

PR.DS-2: Data-in-transit protected
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Query Matrix: 

11.5.a: Verify change-detection mech.

1.4: Personal firewall actively running

1.3.6: Access to systems

4.1: Strong cryptography & protocols 
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Individual tiles

Query OS Description Regulation

select * from foo Windows Blah, blah, blah PCI 3.2.3
NIST 2.3.1

select * from bar Mac, Linux Blah, blah, blah CIS 4.5
NIST 2.3.1
ATT&CK T1109, T13230

select * from baz Windows, Mac, Linux Blah, blah, blah HIPPA 1.1

Firewall

The queries here are designed to detect certain configurations on host based firewalls that are potentially 
malicious, or bring you out of compliance
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The Way Forward
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Next steps

https://community.carbonblack.com/t5/Query-Exchange/idb-p/query_exchange

https://community.carbonblack.com/t5/Query-Exchange/idb-p/query_exchange
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Discussion
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www.CarbonBlack.com


